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Abstract

The rapid growth of cyber threats in networked environments necessitates
intelligent and adaptive detection systems. This paper presents the development of
a machine learning-based Intrusion Detection System (IDS) capable of identifying
diverse cyber attacks with high accuracy and low false positive rates. We propose
an ensemble approach combining XGBoost with feature engineering techniques
applied on benchmark datasets including NSL-KDD, CICIDS 2017, and UNSW-
NB15. The proposed system achieves a detection accuracy of 97.3%, a false positive
rate of 2.1%, and a precision of 98.1%, outperforming conventional signature-based
and anomaly-based methods. Experimental results validate that the model
generalises well across multiple attack categories. The system architecture
incorporates real-time data preprocessing, feature selection, model inference, and
alert generation modules.
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1. INTRODUCTION

The proliferation of internet-connected devices and the exponential growth of
digital infrastructure have made cybersecurity one of the most critical challenges of
the 21st century. According to the 2024 Cybersecurity Ventures Report, cybercrime
is projected to inflict damages totalling $10.5 trillion annually by 2025, representing
the greatest transfer of economic wealth in history [1]. The frequency and
sophistication of attacks continue to escalate, rendering traditional rule-based and
signature-dependent detection mechanisms increasingly inadequate.

Intrusion Detection Systems (IDS) constitute a primary line of defence in
network security architectures. Conventional IDS implementations rely on static
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rule sets and known malware signatures, making them inherently reactive rather
than proactive. Such systems fail to identify zero-day exploits, polymorphic
malware, and advanced persistent threats (APTs), which represent a significant
proportion of contemporary cyber attacks.

Machine learning (ML) techniques offer a compelling alternative by enabling
systems to learn complex patterns from historical network traffic data and
generalise to unseen attack vectors. Ensemble methods, particularly gradient
boosting frameworks such as XGBoost, have demonstrated remarkable efficacy in
high-dimensional, imbalanced classification tasks — properties intrinsic to network
intrusion datasets.

This research contributes to the field in the following specific ways:

. Design and implementation of a complete ML-based IDS pipeline
including preprocessing, feature selection, model training, and real-time inference.

. Comparative evaluation of six ML algorithms on three benchmark
datasets (NSL-KDD, CICIDS 2017, UNSW-NB15).

. Development of a novel XGBoost ensemble achieving 97.3% detection
accuracy and 2.1% false positive rate.

. Analysis of feature importance and interpretability using SHAP values.

. Deployment architecture proposal for integration into existing SIEM
platforms.

2. LITERATURE REVIEW

Research on ML-based IDS has progressed substantially over the past decade.
Tavallaee et al. [2] proposed the NSL-KDD dataset as an improved benchmark over
the original KDD Cup 99, addressing class imbalance and redundancy issues. Their
foundational work enabled more reliable comparative evaluation of IDS
algorithms.

Sharafaldin et al. [3] introduced the CICIDS 2017 dataset capturing modern
attack scenarios including brute-force, DoS, DDoS, web attacks, infiltration, and
botnets. This dataset has become a de-facto standard for IDS evaluation. Moustafa
and Slay [4] presented UNSW-NB15, which incorporates contemporary attack
behaviours extracted from real-world network traffic.

Deep learning approaches have gained considerable traction in IDS research.
Kim et al. [5] proposed a CNN-LSTM hybrid architecture achieving 94.2% accuracy
on NSL-KDD. However, the high computational overhead and opacity of deep
learning models pose challenges for real-time deployment and interpretability. Yin
et al. [6] demonstrated that recurrent neural networks (RNNs) can effectively
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capture temporal dependencies in network flows, improving detection of slow-
and-low attacks.

Ensemble methods have consistently demonstrated competitive performance
with lower computational costs than deep learning. Farnaaz and Jabbar [7] applied
Random Forest to the NSL-KDD dataset, achieving 99.67% accuracy on the training
set but noting significant overfitting. Chen and Guestrin's XGBoost [8] introduced
gradient boosting with regularization, proving highly effective in structured data
classification tasks with natural resistance to overfitting.

Recent work by Catillo et al. [9] benchmarked seventeen ML algorithms on
CICIDS 2017, finding that XGBoost and Light GBM consistently achieved the best
balance of accuracy, training time, and generalisability. Khraisat et al. [10]
conducted a comprehensive survey of ML-based IDS, identifying feature selection,
class imbalance, and model interpretability as the three principal remaining
challenges.

The present work addresses these challenges through a carefully engineered
preprocessing pipeline, SMOTE-based oversampling for class balance, and SHAP-
based interpretability analysis.

3. RESEARCH METHODOLOGY

3.1 System Architecture

The proposed IDS architecture comprises five functional modules operating in
a sequential pipeline: (1) Data Collection and Capture, (2) Preprocessing and
Feature Engineering, (3) Model Training and Validation, (4) Real-Time Inference
Engine, and (5) Alert and Reporting Module. Figure 1 illustrates the overall system
design.

Figure 1. Proposed ML-Based IDS System Architecture
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3.2 Datasets

Three benchmark datasets were utilised in this study to ensure comprehensive
evaluation across different network environments and attack taxonomies. Table 1
provides a comparative summary of dataset characteristics.

Publishing centre of Finland 197



_g@;LFARS?i International Journal of Education, Social Science & Humanities.
e PUBLISHERS _ Finland Academic Research Science Publishers
ISSN: 2945-4492 (online) | (SJIF) = 8.09 Impact factor

Volume-14| Issue-4| 2026 Published: |22-04-2026|

Table 1. Benchmark Datasets Used in the Study

NSL-KDD 148,517 4 main categories = Canadian 2009
Institute

CICIDS 2017 2,830,743 14 attack types UNB Canada 2017

UNSW-NB15 2,540,044 9 attack families UNSW 2015
Australia

CIC-IoT 2023 1,200,000 7 IoT attacks UNB Canada 2023

KDD Cup 99 4,898,431 22 attack types DARPA / 1999
MIT

3.3 Preprocessing and Feature Engineering

Network traffic features were normalised using Min-Max scaling to constrain
all numerical attributes to the [0, 1] range. Categorical features such as protocol
type, service, and flag were encoded using one-hot encoding, expanding the feature
space from 41 to 122 dimensions. Missing values, present in 0.7% of records, were
imputed using column-wise median values.

Class imbalance was addressed using the Synthetic Minority Over-sampling
Technique (SMOTE), which generates synthetic samples for minority attack classes.
The resulting training set achieved a 60:40 normal-to-attack ratio. Feature selection
was performed using mutual information gain, retaining the top 80 features that
collectively account for 94.7% of total information content.

3.4 Model Training

The XGBoost ensemble was trained using 5-fold stratified cross-validation to
ensure robust generalisation estimates. Hyperparameter optimisation was
conducted via Bayesian search over 150 iterations. Table 2 presents the optimised
hyperparameter configuration.

Table 2. Optimised XGBoost Hyperparameters

Parameter ‘ Value Description Impact

n_estimators 200 Number of boosting High
rounds

max_depth 6 Max depth per tree High

learning_rate 0.05 Shrinkage step size High
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Parameter ‘ Value Description Impact

subsample 0.8 Row subsampling Medium
ratio

colsample_bytree 0.8 Feature subsampling Medium

min_child_weight 5 Min samples in leaf Medium

gamma 0.1 Min loss reduction Low
split

reg_alpha 0.1 L1 regularization Low

4. ANALYSIS AND RESULTS

4.1 Performance Metrics

Model performance was evaluated using four primary metrics: Accuracy,
Precision, Recall, and F1-Score. These metrics provide a comprehensive assessment
of both detection capability and false alarm behaviour. The metrics are defined as:

Accuracy = (TP + TN) / (TP + TN + FP + FN) x 100%

Precision = TP / (TP + FP) | Recall=TP / (TP + FN) | F1 =2 x (Precision x
Recall) / (Precision + Recall)

4.2 Comparative Algorithm Evaluation

Table 3 presents a comprehensive performance comparison of six detection
methods, including the proposed XGBoost ensemble. The results demonstrate that
the proposed approach achieves the highest accuracy while maintaining the lowest
false positive rate and competitive processing time.

Table 3. Comparative Performance of Cyber Attack Detection Methods

Fal Positi P i Ti

Signature-based IDS 78.4 12.3 8 Low
Anomaly-based IDS 83.6 18.7 45 Medium
Random Forest 91.2 6.4 22 High
Support Vector .

89.7 7.8 31 High
Machine 18
D Neural

°<p w945 42 68 Very High

Network
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False  Positive | Processing Time
Rate (%) (ms)

Adaptability

Accuracy (%)

Proposed XGBoost

Ensemble 97.3 21 19 Very High

The proposed XGBoost Ensemble method achieves a 2.8 percentage-point
improvement in accuracy over the next-best Deep Neural Network, whilst reducing
false positive rate by 50.0% (from 4.2% to 2.1%) and processing time by 72% (from
68ms to 19ms). This combination of accuracy, reliability, and speed is essential for
production deployment.

4.3 Detection Accuracy by Attack Category

Figure 2 illustrates the detection accuracy of the proposed model across six
attack categories evaluated on the CICIDS 2017 dataset. The model demonstrates
particularly strong performance on DoS and DDoS attacks, which constitute the
most volumetrically significant threat categories.

Figure 2. Detection Accuracy (%) by Attack Category — CICIDS 2017 Dataset

DoS/DDoS

Port Scan

Brute Force

Web Attacks

Infiltration

Botnets 93.6%

4.4 Algorithm Accuracy Comparison

Figure 3 provides a visual comparison of detection accuracy across all
evaluated algorithms, illustrating the progressive improvement achieved by
increasingly sophisticated ML methods.

Figure 3. Algorithm Accuracy Comparison (Bar Chart)

Method Accuracy (%)

Signature-based IDS
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Anomaly-based IDS

Random Forest 91.2%
SVM 89.7%
Deep Neural Network

XGBoost Ensemble

4.5 Confusion Matrix Analysis

Table 4 presents the confusion matrix computed on a held-out test set of
100,000 records sampled equally from normal and attack traffic on the CICIDS 2017
dataset. The matrix reveals that the model correctly classifies 99,390 records (99.4%)
whilst misclassifying 610 records (0.6%).

Table 4. Confusion Matrix (Test Set, n = 100,000)

_ Predicted Normal ‘ Predicted Attack ‘ Total

Actual Normal 48,231 412 48,643
Actual Attack 198 51,159 51,357
Total 48,429 51,571 100,000

The asymmetric error analysis reveals that false negatives (198 cases; 0.39% of
attacks) slightly exceed false positives (412 cases; 0.85% of normal traffic). In a
security context, false negatives represent undetected attacks and are generally
more costly than false positives, which generate unnecessary alerts. The observed
FN/FP ratio of 0.48 indicates that the model is appropriately calibrated to favour
attack detection over false alarm minimisation.

4.6 Performance Across Datasets

Figure 4 presents a cross-dataset performance comparison demonstrating the
model's generalisability. The minimal variation in accuracy across datasets (range:
1.2 percentage points) confirms that the model avoids overfitting to any single data
distribution.

Figure 4. Cross-Dataset Performance Comparison
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NSL-KDD 96.8 97.4 96.2 96.8 0.993
CICIDS 2017 97.3 98.1 96.7 97.4 0.997
UNSW-NB15 96.1 97.0 95.3 96.1 0.991

4.7 Feature Importance Analysis

SHAP (SHapley Additive exPlanations) analysis was applied to interpret the
model's decision-making. Figure 5 presents the top ten most influential features
ranked by mean absolute SHAP value. Protocol-level features dominate the top
positions, with 'dst_bytes', 'same_srv_rate', and 'diff srv_rate' exhibiting the
highest predictive power.

Figure 5. Top 10 Features by SHAP Importance

1. dst_bytes

2. same_srv_rate

3. diff srv_rate

4. src_bytes

5. serror_rate

6. srv_count

7. count

8. logged_in

9. dst_host_count

10. protocol_type

5. CONCLUSIONS AND RECOMMENDATIONS

This paper presented the development and evaluation of a machine learning-
based cyber attack detection system built on an XGBoost ensemble framework. The
comprehensive experimental evaluation across three benchmark datasets
demonstrates that the proposed system achieves state-of-the-art performance with
the following key outcomes:

. Detection accuracy of 97.3% on CICIDS 2017, representing a 2.8
percentage-point improvement over the next-best method (DNN at 94.5%).
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. False positive rate of 2.1%, the lowest among all evaluated methods,
reducing operational burden on security analysts.

. Inference time of 19ms per sample, enabling real-time deployment in
production network environments.

. Consistent generalisation across three distinct datasets with accuracy
variation of only 1.2 percentage points.

. High interpretability through SHAP feature attribution, supporting
regulatory compliance and analyst trust.

Based on these findings, the following recommendations are proposed for
deployment and future research:

. Integration with SIEM platforms: The inference engine should be
integrated with existing Security Information and Event Management systems via
standardised APIs (e.g., STIX/TAXII) to enable automated threat response
workflows.

. Continual learning pipeline: A quarterly model retraining cycle is
recommended to maintain detection efficacy against evolving attack patterns.
Active learning strategies should be explored to minimise labelling costs.

. Federated learning extension: Future work should investigate
federated learning approaches to enable collaborative model training across
organisations without sharing sensitive network data.

. IoT-specific adaptation: The model should be extended and evaluated
on loT-specific datasets such as CIC-IoT 2023 to address the rapidly growing attack
surface presented by embedded devices.

. Adversarial robustness: Investigation of adversarial evasion attacks on
the IDS model is an important direction to ensure resilience against sophisticated
threat actors who may attempt to craft packets that bypass detection.

The proposed system represents a significant advancement towards practical,
deployable, and interpretable ML-based network intrusion detection, addressing
the dual imperatives of high detection performance and operational feasibility.
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